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This presentation Is not designed to scar e but
to inform (although it may do a bit of both).
It Is hoped that by shining alight on the
monsters of Internet security we will be able
\ to drive them away and ultimately realize the
\‘S 7tremendous - P
| benefits of I A
ebusiness. k8§ Pt |




'+ \J, What isaHacker?

el

B Merriam-Webster's Collegiate Dictionary
A an expert a programming and solving problems with a
computer
A aperson who illegally gains access to and sometimes
tampers with information in a computer system

B hacker types
A novice, intermediate, elite

B work for:
A df, hacker organizations, companies, governments,
organized crime, political action groups ("hacktivists')

M tend to be:
A antisocia, arrogant, cliquish, secretive




, i %{_ﬁ v

iﬁ;@ W h at d O t h Q/ W ant ? o HIGH SCORE
A i: . . .

M fame (infamy)
A cult status
B revenge

B sense of accomplishment
A Vvideo game mentality ‘
A disembodied organizations are opponent
A "the bigger they are, the harder they fall"
e \Who has the highest score?




B usually not M-F 9-5

W they are
A at work (/T professionals)

A at school
A adeep

W attacks occur when you are most
vulnerable




% What you don't know can hurt

B common misconceptions
B hacker techniques
B well-known security holes

Ly

2




l A Firewallsarejust the beginning
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M first line of defense
A could be single point of fallure

M filter rules are error-prone

l can't detect many types of attacks
A can't tell if the packet is malicious

A Insider attacks
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% Many attacks occur from

B perimeter firewalls don't help
A Intranet firewalls
A Security zones

i access privilege admin critical
A "single action management”
A periodic review

B well-known policy needed




. % Humansarethe
eS8 weakest link

l socia engineering
A HD cal #1: "l lost my pw..."
A HD call #2: "l forgot my 1d ..."
B "dumpster diving" +
B newsgroups
KB A Info |leaks
A Incriminating info'\
[l policies are Inadequate or nonexistent




'+ \J\ Passwordsaren't secure

l problems
A trivial pw's

A offline attacks (L OphtCrack)

e some clam 30% success rate

A yellow sticky pads

M solutions
A singlesign on

A "strong" authentication based on

combination of somet
e know (pw, PIN)
e have (smart card, token)
e are (biometrics)
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% They can see you but you can't
‘ } ﬁ - seethem

M sniffing (good) .

A toolsoriginally designed for network PD
Il snooping (bad)

A same techniques used to gather info

A | OphtCrack's SMB packet capture

B nherent weakness of shared media

M solutions,
A VPN technology
A highly segmented LAN's
A physical security




. & Downlevel softwareis

B buffer overflows
A Eudora, MS Outlook, NS Communicator

W falsefixes
A bogus M S Outlook fix from Bulgarian
hackers

B fragmented, spoofed

packets
A teardrop, land

M service mismatch
A telnet to unexpected port




@ Defaults are danger ous

M default settings for many products are
Inappropriate
A default userids/pw's
A default services turned on

B webmasters may be more concerned with

content than with security
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B well-known attacks
A teardrop, land, snork,
smurf, ping of death,

bonk, boink, etc.
W bugtrag ‘
(www.geek-girl.com/bugtrag/)

B phrack (www.phrack.com)

W 2600 (www.2600.0rg)
B CERT (www.cert.org/advisories/)



'+ \J\ Attacksare getting easier

B scanners (e.g. SATAN)

l Back Orifice

A reveals cached pw's to hacker

A remains hidden (not on C-A-D task list)
M other Denial of Service attacks

A mall bombs

A SYN flood

A ping variants

A "the phoneisringing ... I'll answer it"
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M Vvirus stats
M danger increases
A e-mall, CIH,
Remote Explorer

B virus hoaxes
A \WwWw.av.Ibm.comy/

BreakingNews/HypeAlert

B need automated
updates

5,000

V| rus protection isinadequate

20 new viruses N
each day




Yeﬂerday Sstrong Crypto 1S

teal) | today'sweak Crypto PN wI§
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M 40 bit = @4—/ Hours to Crack DES

3408

l56bit:-

W 128 bit =

56 22

Jan 97 Feb 98 Jul98 Jan 99

* Based on RSA's DES Challenge



f. ﬁ The back door is open
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B auto-answer modems
A fax software starts in auto-answer mode

B war diders
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There sno such thingasa
harmless attack

B PR damage
A hacked web site
M |eads to further attacks
A establishes a''stepping
stone" for further
exploration by
A attack appearsto Hacked! The s decedhomepage. '
originate from your system '
A same pw's may be used on other systems




. % Information isyour best
18 defense

M Inthe"Information Age" Information Is:
A the hacker's prize
A your best defense

B informed I/T staff
A "batten down the
hatches"

W informed users
A centralized incident reporting/tracking

B expeart resources




' i IBM Security Services
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M Assessment & Planning
A Health Check
A Ethical Hacking
A \Workshops IBM Security Services

Assessment & Plannin
M Architecture & Design g8 \Afﬁ?:g,‘;t;;;tgfigg
A Policy Definition Venagement
l | mplementation

Bl Management

A Emergency Response Service




'+ \J\ Additional Information
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M "Insdethe VPN Tunnd" Article

A www-1.1Ibm.com/support/tcp/fall98/vpntunea .ntml

M "Cryptography and SET: Safe Surfing?' Article
A d02xdgcl01.southbury.ibm.com/support/tcp/assets/ pdf/setwebpa. pdf
A www .software.ibm.com/commerce/payment/cryptset.ntml

W IBM SecuréWay home page

A www.ibm.com/security

M IBM Security Services

A www.ibm.com/security/html/consult.ntmi
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